
Introduction  
Telemedicine is a technology-based method to 
provide clinical healthcare at a distance, but at an 
increased risk to personal health information  
security and privacy.   

Health Information Security 
Threat modeling, which is the initial step in risk 
analysis of software systems, has been the subject 
of several formal models. A 2011 study1 identified 
58 published articles on security in telemedicine, 
but threat modeling received scant attention. A 
very practical threat modeling approach STRIDE 
(Spoofing, Tampering, Repudiation, Information 
disclosure, Denial of service, and Elevation of 
privilege) developed at Microsoft has been utilized 
in industry. 

Threat Table Method 
Based on the work of Swiderski and Snyder2, our 
threat table consists of five aspects: 

1. Identification of the points at which an attack 
could occur 

2. Identifying the potential vulnerabilities using 
STRIDE 

3. Listing the specific attack types for the given 
vulnerabilities 

4. Providing proposed countermeasures 

5. Classifying the goal of the countermeasure as 
either Prevention, Detection, Mitigation, or 
Elimination 
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Case Study: UIC College of Medicine 
The University of Illinois at Chicago College of Medicine  (UIC-CM) began 
providing remote clinical services to 22 Illinois penitentiary locations for 
Hepatitis-C and HIV clinical care in July 2010.  

• Two examination rooms, one at UIC-CM and the other at the 
penitentiary , are connected using a Polycom system that provides 
encrypted transmission of audio, video, and clinical instrumentation 

• Examination equipment, including a high-definition camera for close 
up dermatological examinations, an electronic stethoscope, and an 
otoscope, plug into the Polycom system for remote examinations 

• A computer workstation in the physician's room provides access into 
UIC’s electronic medical record (EMR) system and a third-party 
laboratory 

• A nurse in the examination room at the prison facilitates the 
examination by maneuvering equipment and engaging the patient 

• A caseworker and a pharmacist at the UIC-CM facility assist the 
physician 

• Laboratory tests are ordered and reviewed using a Citrix system 

• Prescription medication is ordered via a UIC Hospital system, packaged 
from a central location, and shipped overnight to the prison. 

 

Results 
Given the simplicity of the architecture, the security risks to the UIC-CM 
system are not as much technical as they are social. Threats such as 
potential identity theft and fraud exist in the system. A partial threat table 
demonstrating some of the threats is shown above. Our simple threat table 
approach found all of the potential problems that had been identified by 
UIC-CM staff, and more. Using our simplified threat table approach, we 
found the same vulnerabilities that UIC-CM's ad hoc approach found and 
more, thereby demonstrating the utility of threat modeling for telemedicine 
applications. 

Summary 
We have demonstrated a simple, table-based approach to modeling threats 
to telemedicine applications. Future work will include, 

• Analyzing a multifarious telemedicine system 
• Refining the threat table 
• Incorporating the threat table approach into an overall risk analysis 
• Analyzing telemedicine applications in unconventional environments, 

such as disaster relief environments, where telemedicine applications 
might be used with ad-hoc or hastily formed networks.  
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